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2. Online loT Reconnaissance

Shodan "the world's first search engine for Internet-connected devices". Shodan collects
banner information, similar to the website header information we work with int he Web Application
and Server lab. Unfortunately, many of these devices, along with hundreds of thousands of
servers and other machines, are exposed and unsecured or poorly secured, and their owners
don't realize their exposure and vulnerability online.

2.1. Browse to https://[shodan.io and click on the Login or Register button.

Monitor Network Security Fa Get a Competitive Advantage
Y SI

-
T

56% of Fortune 100 1,000+ Universities

‘Shodanis used around the world b researchers, securty profesionals,arge antarprises, CEUs and everybody n between.

You must register your own account to use the website. There is a limitation to free accounts that
you can only do a certain number of searches per day. When you register an account, it will send
a verification email to the account you registered with. Once you verify your email by clicking the
link inside the email, you can continue.

2.2.  Now we can search the Internet for devices that are outdated, insecure, and poorly
secured. For example, how many people would you expect to find still running Windows XP?
Run a search using the command os:”windows xp” and you’ll find more than 70,000
machines still running Windows XP despite the fact that Microsoft hasn’t provided XP with
security updates and software support since 2009.
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2.3. See how many of those XP machines are running an IS 6.0 web server, released in
2003, by searching using "Microsoft-11S/6.0" os:"Windows XP".

If we search for IIS 6.0 in a database of security CVEs (Common Vulnerabilities and

Exposures), like the one at cvedetails.com, we can find 6 serious or critical vulnerabilities just

in the 1IS 6.0 server software.
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Search for "Windows XP" vulnerabilities on cvedetails.com... There are literally hundreds of
cataloged vulnerabilities for Windows XP. Compare that to the 70,000 windows XP machines

that you discovered on Shodan. These are not just personal computers running Windows XP. A

lot of these are businesses and it should make you realize how vulnerable these companies
could be to a cyber attack.

Now we will do a search for "Windows 10". There are well over 1000 of them. If you select a
vulnerability, It will bring you to a page that will display specific information about the
vulnerability. This includes whether you require authentication, whether there are preconditions
you must meet, and how it will affect your system. There is also a table that indicates which
versions of which operating systems are affected by the vulnerability. This is why it's so

important to update your operating system.

= Products Affected By CVE-2019-1259

# Product Type Vendor Product Version Update Edition Language

1 05 Microsoft Windows 10 - Version Details Vulnerabilities
2 0s Microsoft | Windows 10 1607 Version Details Vulnerabilities
3 0s Microsoft | Windows 10 1703 Version Details Vulnerabilities
4 05 Microsoft Windows 10 1709 Verzion Details Vulnerabilities
5 05 Microsoft Windows 10 1803 Version Details Vulnerabilities
6 0OS Microsoft  Windows 10 1809 Version Details Vulnerabilities
7 05 Microsoft Windows 10 1503 Version Details Vulnerabilities
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2.4. Shodan also catalogues other devices, like security cameras, that are connected to the
Internet for remote monitoring. One of the most popular searches on Shodan is of SQ-Webcam
video servers. Search for Server: SQ-WEBCAM and you'll still find quite a few devices. Many
will be offline at different times of the day, and some are no longer connected, but occasionally

you will find a login screen like this:

IP Surveillance New Generation

This is the most common web portal to the SQ Webcam server, and many of them still have
default credentials. And in many cases it is quite easy to locate a set of default credentials on
websites like http://open-sez.me

This is why it is so important that manufacturers should not hard-code default credentials into a
device and that you create strong, unique credentials when you set up a new Internet-
connected device.

2.6. Another popular IP camera is the webcamxp, and they very frequently require no login
credentials at all! Search webcamxp and see if you can locate an unsecured camera. As you
only get 2 pages of results with a free Shodan account, you can find more results by providing a
country search using webcamxp country:EX , replacing the EX with a country code like CA.

As it stands now, it is up to consumers to educate themselves about the privacy and security
issues that come with the devices they purchase. There are, however, increasing calls for
legislation that would require strong device security, remove hard-coded and default credentials,
and provide clear, standardised labelling about the capabilities and exposure of connected
devices (e.g., is there a microphone in my TV?, what online servers will it connect to?).

2.7. By no means is Shodan limited to old web servers and IP cameras. Google the
manufacturers of some industrial building controllers and other [oT/lloT devices, and see if you
can find any of their products in Shodan. Try clicking on the device’s IP address in Shodan and
see what other information you can retrieve about the location and nature of the device.

Thankfully, many manufacturers and users are learning about the vulnerability of their Internet-
connected devices using tools like Shodan, and are improving the security of their web
interfaces or removing them from the open Internet altogether.
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